
Key tips for keeping your Zoom account 
private and secure  
The Zoom video conferencing application is a collaboration tool that makes keeping in touch with fellow 
colleagues and meeting participants easy.  

Zoom free-to-use is an adequate tool for quick informal meetings and chats, however if  
your meetings are more sensitive, Zoom’s security and level of encryption  

does not guarantee full privacy. 

Zoom was in the news recently after a ‘attention-tracking’ feature was disabled after public concerns.  
However Zoom’s default meeting option still exposes users to the risks of unwanted monitoring and 
recording of chats and private information. The press has termed this “Zoom-bombing”. 

If you still choose to use Zoom there are five things you can do to make Zoom a safer place for everyone on 
the call: 

• Never use your personal meeting ID  
• Always use a meeting password 
• Use Zoom's waiting room feature 
• Mute audio and disable video for meeting attendees 
• Turn off screen sharing for everyone but the meeting Host/Co-Host 

 
The short video below demonstrates how to navigate the different zoom menus. Use it to familiarise 
yourself with the key Zoom features and functions to restrict access and maintain control. 

Zoom Host controls in a meeting - https://support.zoom.us/hc/en-us/articles/201362603-Host-and-Co-Host-
Controls-in-a-Meeting  

The following guidance provides examples of how to configure your Zoom meeting request, to 
ensure you maintain control of who accesses your meeting. 

Never use your personal meeting ID 

Each Zoom user has a personal meeting ID, think 
of it as your Zoom phone number.  

When creating a meeting, you can use your 
personal ID or generate a random one, we strongly 
suggest you should always generate a random 
meeting ID. 

If your personal meeting ID is leaked to the web, 
Zoom-bombers are free to harass you with calls 
whenever they please!  

Always use a meeting password 

This doesn't necessarily apply to large-scale 
meetings where public attendees are invited, but 
for anything other than a classroom or lecture 
meeting, passwords should be turned on. 
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Make sure the password is kept safe. Zoom sends meeting passwords out to all invitees when invitations are 
sent. If you're worried that someone unwanted may get the password, create the meeting without a 
password set, then update the meeting to add a password and send it out to invitees in a separate email or 
via another form of communication. 

Use Zoom's waiting room feature 

When you enable the waiting room for a Zoom meeting, each user who connects is put in a queue that the 
meeting Host then must approve. If you don't recognize someone in the waiting room, don't let them in. 

Mute audio and disable video for meeting attendees 

Disabling video, for everyone but the host, will prevent any obscene content from being displayed on 
camera by attendees. This can be turned off during the meeting creation (under video). 

Muting the audio for all attendees is done by the host once 
the meeting has started. Click on Manage Participants in 
the bottom bar of the Zoom meeting screen. In the menu 
that opens, click on the More button. 
 
Alternatively, depending on the device you are using, you 
may need to select More, then Meeting Settings to see 
these options. 
 
Then ensure Mute Participants on Entry is checked and Allow Participants to Unmute Themselves is 
unchecked.  
 
If anyone other than the Host wishes to speak, request that the participants ask for, via the chat feature, 
speaking time and then mute the person once they're finished. 

Turn off screen sharing for everyone but the meeting Host/Co-Host 

Zoom-bombers can take over a meeting visually.  To 
prevent this, stop anyone from sharing their screen, apart 
from the meeting Hosts. 

This is set once meeting has started. While hosting a 
meeting, look for the green Share Screen button in the 
bottom menu bar. Click the arrow next to it to open 
video options, and then click Advanced Sharing Options. 
In the window that opens, make sure Who Can Share? is 
set to Only Host. 
 
Alternatively, depending on the device you are using, you 
may need to select More, then Meeting Settings and 
make sure Allow Participants to Share is unselected. 
 
Other considerations 

• If you are a meeting participant - be aware that meeting hosts have considerable power.  
• Hosts can record all audio and videos from meetings, as well as keep a record of public chats.  
• Chat logs can include private chats you've been involved in not just your most recent chat.  
• Do not share files via Zoom, use OneDrive or Solent Drive depending on the type of file. 
• In summary if you need to have a secure conversation that you want to keep private then we do 

not recommend Zoom. 

Please note: Solent University is currently fast-tracking the deployment of Microsoft Teams, which 
also includes a video call/conference facility. Microsoft Teams meets all our security requirements. 
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